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1. Overall Description:
CT4 thanks SA3 for their reply LS on Header Enrichment for HTTPS in PFCP (C4-214153, S3-212344) and provides the following answers:

Q1:	What are the endpoints of the information that is to be sent?
CT4 answer: The endpoints in the context of the LS (C4-211662) are the PSA UPF and an application server which may be outside 3GPP domain. Based on the operator policies, the PSA UPF may be instructed by the CP function to insert potentially sensitive information as TLS extension(s) in ClientHello message to an application server, when an UE initiates TLS handshake procedure to use HTTPs between the UE and the application server. 

Q2:	What is the sensitive information?
CT4 answer: CT4 has considered the following parameters (the list is non-exhaustive) to be sent as TLS extension in ClientHello message:
MSISDN/GPSI, UE IP address, IMSI/SUPI, IMEI, User Location, user plane IP of the UPF/PGW/SGW, RAT Type and APN/DNN.

2. Actions:
To SA3 group.
ACTION: 	CT4 kindly asks SA3 group to take these answers into account.

3. Date of Next CT4 Meetings:
3GPP TSG CT4#106e		10/2021	E-Meeting
3GPP TSG CT4#107e		11/2021	E-Meeting

